OTBETCTBEHHOE pPaCKpbITUE

YA3BUMOCTEN

= autotev



Eleving Group ctpemutcst obecneunTb MHOPMaLIMOHHY 6e30MacHOCTb M 3aluTy Halnx MHAOPMaLMOHHbBIX pPecypcoB OT
Kn6epyrpo3. Mbl nooLpsieM OTBETCTBEHHOE pacKpbITe MHpopMaLMn 06 ySI3BUMOCTSIX CUCTEMbI 6€30MacHOCTY, Kak ykas3aHo B
3TOW MONUTKKE, U NpUrnallaemM BCeX aHanMTUKoB B obrnactu nHdopmaumoHHol 6esonacHocTy coobliaTe o npobenax B cucteme
6e30MacHOCTM HaLUMUX Cry0 1 pecypcosB.
Cdpepa npumeHeHUst
HacTtosasa nonutuka npyMeHnMa K criefyowmum JOMeHaM:

e  *.autotev.lv
VckntoveHue:

. autodiscover.autotev.lv

Mbl XOeM OTYeTbl MO OLEHKE YSI3BUMOCTW, Takue Kak MEeXCarTOBbI CKpUnTUHr (XSS), BHeapeHue SQL-kofa, HeQoCTaTKu

LWncbpoBaHus, yaaneHHoe BbINOMHEHVE Kofa, HEAOCTaTkN ayTeHTUdUKaLum 1 T. 4.

Cne.qylou.me TUNbl TECTOB HeAOMYCTUMbI:

e  CeTeBble NPOBEPKM TUMNA «OTka3 B obcnyxmeaHumn» (DoS, DDoS).
e [JloboBas aTaka KOMNPOMETALMM YHETHBIX 3anvcen.

e [lcuxonornyeckas ataka.

e  TecTtupoBaHue hr3N4ecKoro 4ocTyna.

e  [lioboe gpyroe HeTeXHNYECKOe TECTUPOBAHUE YA3BMMOCTEN.

PackpbiTue nHdopmaumm Ha OCHOBaHMM 3aKOHa

Ml NpUHMMaeM OTHETbI o6 YA3BUMOCTSAX ONA NepeyncrieHHbIX Bbllle Lenemn n, OCHOBbIBAsiCb Ha npuHUMnax ﬂO6pOCOBeCTHOCTVI

1 B3aMMHOro AoBepud, O6F|3yeMCF| He BO36y)K,EI,aTb Cyﬂ,eﬁHble NCKWN NPOTUB JNLL, KOTOpPbIE:

o cobniogatoT HACTOALLYH MNOJNIUTUKY BO BPEMSA OLIEHKU 6esonacHocTy;
o Yy4acTBYOT B TECTUPOBAHNM NPOAOYKTOB U CEPBUCOB, HE HAHOCA Bpeaa HallnM cuctemMmam 1 OaHHbIM;

®  He packpblBaloT CBeAeHUs 06 0BHAPYKEHHbIX YS3BUMOCTSX OBLLECTBEHHOCTY [0 UCTEHYEHNS B3aNMHO COrNacoBaHHOMO
cpoka.

Mbl ocTaBnsiem 3a cobow npaBo MNMPUHMUMAaTb UIN OTKIOHATb nobble coobLieHns o nobbix YA3BUMOCTAX U [encTBOBaTh B

COOTBETCTBMM C HALLMMW BHYTPEHHUMU NMpaBunaMmn 1 npoLeaypamu.
Kak Bbl MOXeTe COOOLWNTL O pacKkpbITUK

Ecnn Bbl cuutaerte, u4TO 06Hapy>o<vu'|m YA3BMMOCTb B HaLIUX VIH('bOpMaLI,VIOHHbIX pecypcax, CBAXUTeCb C Hamu no

appecy security@eleving.com v ykaxuTe crneayoLLyto MHHOpPMaLmio:

®  nogpobHoe onvcaHue ysa3BMMOCTH;
®  noppobHas MHopmaLuusi 06 NCNoNb30BaHNM YA3BUMOCTH;

®  eCny MPUMEHNMO, CChINKY, CHUMKM 3KpaHa Unu nobyto Apyryto MHpopMaLmio, KoTopasi MOMOXeT HaM
UAEHTUDULMPOBATL OGHAPYXEHHYIO BaMU YSI3BUMOCTb.

YTo MbI OXXMpaem ot Bac

O6paTnTe BHUMaHWE, YTO BO BPEMS U3YYEHNS YSI3BUMOCTEN KpaiHe BaXKHO cobntofaTth criedytolime npasuna:
®  Bbl HE UCMOb3yeTe OOHAPYXXEHHYIO YS3BMMOCTb AN OCTyNa UNnu NorbITOK AOCTyna K MHpopMaLmm, KoTopasi Bam He
NPUHaANeXuT (TONMbKO ANsi JOKa3aTeNbCTBa CyLLECTBOBAHUS YA3BUMOCTM);
®  Bbl He MCMonb3yeTe 0BHapYKEHHYH YSI3BUMOCTb ANS YAaNeHUs U U3MeHeHus MHopmaLuuu;
®  Bbl CBOEBPEMEHHO coobLLaeTe HaMm 06 ySI3BMMOCTU 1 NO3BOISIETE HAM UCNPaBUTb OBHAPYXKEHHYHO YSI3BUMOCTb,
npexae Yem CoobLUMTb O Hel 06LLLECTBEHHOCTH.

Yto oxumpartb OT Hac

Mbl He npegnaraem (blechosy}o KOMNeHcauuio, HO Koraa ya3BMMOCTb, O KOTOpOIZ Bbl COOOLLMMMK, 6y,E|eT YyCTpaHeHa, Mbl MOXEM
npenoctaBnTb NMOMOLb U MH(pOpMaHMIO ana I'Iy6J'II/1KaLWII/1 aHanuTMKoM 1 npoasuratb ero BKrag Ha OCHOBaHUK B3aUMHOMN

AOroBOPEHHOCTN.


https://www.autotev.lv/
mailto:security@eleving.com

